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Your Organization and Your Data Your Extended Ecosystem

61% of breaches are caused by third parties*39% of breaches are caused by direct*
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2019 - The Year of the Supply Chain Ecosystem

“2019 may be the year the Supply Chain Ecosystem, and concern about 
third party risk, officially hit the tipping point...with Risk, measured in 
many different ways, becoming the most important letter of the GRC 
acronym” - Kirstjen Nielson, Secretary of US Homeland Security @ RSA Conference 2018

RSA 2019 track on Protecting Data & the Supply Chain Ecosystem



Supply Chain Attacks
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Supply Chain Attacks - NotPetya
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Supply Chain Attacks - NotPetya



The Changing Business Landscape

Organizations undergoing digital 

transformation to better deliver 

products and services to customers 

and drive innovation...

40%

$2T

of all technology spending 

will go toward digital 

transformations.

the amount enterprises 

will spend on digital 

transformations by 2019.

Cloud IoT Mobile 

79%
Of organizations are adopting new 

technologies at a rate faster than they can 

address new security issues (Accenture)

New Initiatives to Drive Innovation



Digital Transformation Expands Attack Surface
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70% of organizations have “moderate” 

to “high” dependency on external 

organizations 1 

Companies continue to expand 

digital ecosystem….

...Which poses new risks to the 

business 

59% of organizations have 

experienced a data breach caused by 

one of their vendors or third-parties 2

1 Results from 2019 Deloitte survey
2 Ponemon-Opus: 2018 Data Risk in the Third-Party Ecosystem

https://www.prnewswire.com/news-releases/as-organizational-reliance-on-third-parties-increases-extended-enterprise-risk-management-to-be-a-focus-in-2019-300778258.html


Lack of Confidence in Current Approaches

Questionnaires

Penetration tests

Onsite 

assessments

Existing Processes

“I know all the risk based on 

what my vendors tell me”

“A single point-in-time view of 

risk is good enough”

“I only need to focus on my 

top tier vendors - the others 

don’t matter”

Current processes are valuable efforts to understand third party cyber risk but are not

continuous, scalable, and staying ahead of this dynamic risk
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Translate Complex Cybersecurity Issues into 
Simple Business Context

11

Objective, Continuous, Data-Driven Ratings of Organizational Security Performance 

250 - 900

➔ Unbiased common metric to 

measure cybersecurity performance 

of organizations worldwide

➔ SaaS solution, ratings updated daily



Manage Third-Party Risk with Confidence

BitSight gives you the confidence to make faster, more 
strategic cyber risk management decisions.

With BitSight you can quickly launch, grow, or optimize your 
TPRM program with the resources you have today.

VISIBILITY

See the cyber risk across your 

supply chain to avoid “blind 

spots”

PRIORITIZATION

Target your resources towards 

achieving significant, measurable 

cyber risk reduction

COLLABORATION

Team up with your vendors and 

BitSight to quickly and 

collectively reduce cyber risk
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