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OUR MISSION

To relentlessly protect our customers with innovative technology
and expertise learned on the front lines of cyber attacks.



On the Front Lines..Every Day.

700+ £ THOUSANDS

THREAT RESEARCHERS, CYBER THREAT OF INCIDENT RESPONSE HOURS
PLATFORM ENGINEERS, OPERATIONS EACH YEAR
MALWARE ANALYSTS, CENTERS
INTELLIGENCE ANALYSTS, AND WORLDWIDE
INVESTIGATORS

35+ 24,000 600K - 1M

NATION-STATE AL ENGE COLLECTED DAINY RO
SPONSORED APTs REPORTS PUBLISHED 20+ SOURCES
TRACKED IN 2018

FireEye Catches What Others Miss
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La transformacion digital

" F| alcance de la

transformacion digital se digitalizacién

expande

= Activos digitales

— Datos
— Procesos

= Exposicion en redes

Expansion
economiadigital

COMPARIAS PROTAGONISTAS INNOVACION (0w Gin)

Asi abrazan las empresas espanolas lLa

| http://www.expansion.com/economida-
digital/companias/2017/06/20/592c636c2260

LA BANCA, A LA CABEZA DE LA TRANSFORMACION

AL SERVICIO DEL TURISTA DIGITAL

Las empresas turisticas espafiolas deben afrontar la transformacién digital

LA DISTRIBUCION ANTE EL RETO DEL ECOMMERCE

El sector de la distribucion de bienes de consumo cambiara mas en la proxima

ENERGIA, ORIENTACION AL CLIENTE

EL cambio de los habitos de los consumidores en la era digital ha obligado a las

LA INDUSTRIA ESPANOLA DA EL SALTO DIGITAL Y ENTRA EN LA ERA 4.0

La industria espariola tiene ante si la oportunidad de dar un salto de gigante

LA NECESARIA INNOVACION EN INFRAESTRUCTURAS

La innovacidn es una de los pilares que sostienen la competitividad del sector de



http://www.expansion.com/economia-digital/companias/2017/06/20/592c636c22601dfa458b458f.htm

La gestion empresarial

= Objetivos de la @ Elriesgo
Epyr-cnic » Productos no

— Desarrollo de adecuados

productos » Procesos de

V74
— Procesos productivos é [@@W@] @ @? produccion que fallan

— Gestion de la . Organizacion

organizacion inestable
— Procesos de-ven’ro y » No encontrar a los
foco en el cliente e

— Generacion de valor » No hay valor

La ciberamenaza materializa el riesgo de pérdida



El rol de la direccion

= |iderazgo -> Polarizacion, motivacion, fe
= Seguridad-> Confianza
® |ncertidumbre <-> Dudas, desconfianza

» Toma de decisiones => Informacion de
contexto

= Sin indicadores -> no hay foma de decisiones

= Conocimiento -> Aciertfo -> Confianza -> Base
del liderazgo

©2019 FireEye
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) Cyber Espionage Operation Targets U.S. Cancer Research RERIE
Lq C I b e rq m e n q Zq Facility APT35 MITRE ATTECK Mapping

Executive Summary

+ FireEye devices detected and biacked a series of medically themer

compromise a U.S. cancer research facility.
APT GROUP DEFENSE AREA DATA THEFT OR CONTEXT

al analysis revealed that each attempt ta compromise the system, thraugh a malicious link or

nails that were designed to

GREF Actor Overview
AP Aerospace Naval Systems  APT1 stole information on the Huey If helicopter, satellite programs and UAV, radar, radio, sensor and satelite atrachmens, would resut in installtion of EVILNUGGET mabware LAEi
Telecommunications _simulation technology.
o L P Aerospace Maritime APT2 intrusions are generally consistent with larger PRC military modernization goals. APT2 recently targeted » Tha thraat acters directly interacted with an analyst workstation and FireEye Threat Intelligenca observed the o T e T
| Government a European satelite constellation sed by the country's miltary. . e i
actors perlorm reconnaissance, dawnloading, uplasding, and deleting fles.
Avionics Propulsion Missiles  Technical data rlated to a miltay reconnaissance airoatt and associated sensor packages, communications,
APTS Bl avionics and missile systems. This group's theft of rotary-wing aircraft, missile and U.S. aerial reconnaissance + s previously reported, we balleva that China's national priority on pharmaceutcal Innavation and rising
data could be related to critical needs in the PRC's aviation indusry and the PLA's warfighting docrine. ot ot are ety b et e beslthcare seceor y
Aerospace Command &  Intrusions against DIB companies specializing in mllnary aerospace and command and control systems are. <JFireEye SIGH
AR consistent with larger PRC military modernization goal
Threat Detail
Daia thefnckded SATCOM hardWsra on bth el s space-base o, encrypion and
SATCOM Data Encryption  decryption software the algorithms, technical oo Aol 5.5, 016, suspected Chiness eyt .
G103 UAV Sensors. APTS stealing data from companies specializing in UAV sensor suwes, |nclud|ng vmnglng systems, surveillance o Al B, 2015, suspecte e P ‘“
sensors, unmanned combat air vehicles and lightweight UAVs. compromise computer systems 3t 2 U.S. cancer research facilfy through targeted emals that contained links to
i to-air guided missil VE 201711882 explot dcuments or mai fm . e that all
- Aerospace Gommand & " one nstance, APTS stol information elate to air-to-i guiced missile systems. The patter of targeted
APTE == enterprises suggests actors seek information on satellte communication technology, command and control
== S o O S O C I O l I systems and components for miltary and civilan aircralt.
Targeted companies aircraft and produced for the industry. In one. Q) FirReeYE Solutions  Services  Partners  Support s Compeny
APT7 Ae"“)’f.‘;;;iocm":“m‘?:‘:“g‘"s instance, APT7 and at least four other APT groups targeted the same telecommunications firm in the same 1 QFiREsYE
€z time period.
Threat Inte\hgence Reports by lndustry
apTo Imaging Systems Rotary  Impacted companies produced mulispectral imaging systems for both miltary and commercial use and
Wing Aircraft otary-wing aircraft. ¢ eot nte
axplora the motivai
Aerospace Communications  APT10 targeted propulsion systems for aircraft, aircraft-mounted sensors, miltary aircraft or UAV's, miltary- s o
APT10 Imaging Systems Command grade imaging and command and control technology, power generation technology, including electrical ot thrwat

& Control UAVs. systems for aircraft.

— Criminales

Top Credential Theft-Capable Malware Targeting by Region, Observed Across All Industries

The following table and image highlight the top detected malware with credential theft capabilities per Aerospace and Defense Construction snd Engincering
region in September 2018 and irrespective of industry vertical. Cyber criminals distributing these e e
malware variants commonly leverage compromised credentials to conduct fraudulent banking activities.

— Terroristas i i A Mt A

utlook for e construction and

Middle East Asia Pacific

LokiBot Emotet Emotet LokiBot LokiBot
Emotet LokiBot Ursnif Pony Emotet
Pony Pony LokiBot FORMBOOK Pony

Table 2: Top detected malware with credential theft capabilities per region in September 2018

tributo to

EUROPE NORTH AMERICA LATIN AMERICA MIDDLE EAST ASIA-PACIFIC

o o threat ectivities towards organiz
—_ AC‘I"V'S‘I‘OS LokiBot Emotet Emotet LokiBot LokiBot [ 1w erieroy fehustry
Emotet Lokibot Ursnif Pony Emotet
Lokibot FORMBOOK Pony
-~
€ A s
LB / ) 4 -
—_ - Healthcare and Heath Insurance High Tech and lnformation nterational Organizations and
Tochnoloay Nonprofits

o and

9 Figure 2: Top credential theft-capable malware targeting by region




Ciberincidentes

AMENAZA(S) SUBYACENTE(S) MAS
HABITUAL(ES)

CRITERIOS DE DETERMINACION DEL NIVEL DE PELIGROSIDAD DE LOS CIBERINCIDENTES™

VECTOR DE ATAQUE

CARACTERISTICAS POTENCIALES DEL CIBERINCIDENTE

Ciberespionaje

- APTs, campafias de malware, interrupcién de
servicios, compromiso de sistemas de control
industrial, incidentes especiales, etc.

- Capacidad para exfiltrar informacion muy valiosa, en cantidad
considerable y en poco tiempo.

- Capacidad para tomar el control de los sistemas sensibles, en
cantidad y en poco tiempo.

Interrupcién de los Servicios IT / Exfiltracién

- Codigos dafiinos confirmados de Alto Impacto (RAT,

- Capacidad para exfiltrar informacion valiosa, en cantidad

Ciberdelito / Suplantacién

MUY ALTO de datos / Compromiso de los servicios troyanos enviando datos, rootkit, etc.) apreciable.
- Ataques externos con éxito. - Capacidad para tomar el control de los sistemas sensibles, en
cantidad considerable.
- Codigos dafiinos de Medio Impacto (virus, gusanos,
troyanos).
- Ataques externos — compromiso de servicios no
Toma de control de los sistemas / Robo y esenciales (DoS / DDoS). c idad il infe 160 vali
ALTO blicacién o venta de inf i6 ida/ | - Trafico DNS con dominios relacionados con APTs o =Capacidad para:exfitrarinformacion valiosa;

campaiias de malware.

- Accesos no autorizados / Suplantacién / Sabotaje.
- Cross-Site Scripting / Inyeccion SQL.

- Spear phising / pharming

- Capacidad para tomar el control de ciertos sistemas.

Logro o incremento significativo de
capacidades ofensivas /

D ion de web / i

de informacién

- Descargas de archivos sospechosos.

- Contactos con dominios o direcciones IP sospechosas.
- Escaneres de activos y vulnerabilidades.

- Codigos dafiinos de Bajo Impacto (adware, spyware,
etc.)

- Sniffing / Ingenieria social.

- Capacidad para exfiltrar un volumen apreciable de informacién.
- Capacidad para tomar el control de algin sistema.

BAIO

Ataques a la imagen / menosprecio / Errores y

fallos

- Politicas.

- Spam sin adjuntos.

- Software desactualizado.

- Acoso / coaccién / comentarios ofensivos.
- Error humano / Fallo HW-SW.

- Escasa capacidad para exfiltrar un volumen apreciable de
informacién.
- Nula o escasa capacidad para tomar el control de sistemas.

Guia de Seguridad de las TIC
CCN-STIC 817

ESQUEMA NACIONAL DE SEGURIDAD
GESTION DE CIBERINCIDENTES



Consciencia de situacion

" Manteniendo el foco de

negocio m m
— Mirar alrededor n ' rof life and death

— Estado de alerta

— Capacidad de reaccion
= Bloguear amenazas
= Minimizar pérdidas

— Resiliencia: seguir en contingencia
y recuperarse

f) ©2019 FireEye
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Afrontar la brecha

= Entrenamiento

= Deteccion

=  Andlisis de contexto

= Asignacion de gravedad: relacion con la
pérdida potencial (andlisis de riesgos)

— Leve
— Media

— Alfa
= Planes de respuesta alternativos
® Proceso de toma de decisiones

=  Activacion del plan de respuesta
— Organizacion
— Comunicacion: interna /externa
— Ejecucion

=  Aprendizaje y mejora

= Enfrenamiento

DWELL TIMES
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Attack Lifecycle

Initial Compromise "
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Presence
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Internal Recon
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Complete Mission

<O FireEye




Suplantacion

Evolucion de las técnicas del atacante

0 : :
Qaﬂ = Newly Registered Domains

From Mik

From Mike Smith <ceofraud71286@

5 Subject Urgent
\\\ . LOOkS_lee & Soun( To Helen Brown <helen.brown@

Date Tue 17 Oct 2017 15:05:38 +010: Urgent
Message D «fba71d53-2440-b5f3-d2fd-hd - R
u Reply—’ro—Address 8 User agent Mozilla/5.0 (Windows NT 10.0/ Mike Smith
Hi Helen,
. . I'm tied up in a meeting but need you Hi Helen,

g but need you to make a
Ur vendors ASAP oth erwise

@ . :
y u Fr|end|y DISD|OY NC Can you take care of this for me? I'm tied up in a meetin
w

Payment to one of g
they will cut us off.

» CEO Fraud Algori’r Thanks, Can you take care of this for me?

Mike

I cannot take calls right now, only co

I cannot take calls ri
via email,

ght now, only contact me

Thanks,



Deteccion

Q Identify The Threats That Matter

@ Help customersfocuson the alertsthat matterand are most likely to have broaderimplications

L eo'%! a Once an alert is validated, the analyst will set a priority and open an
H T on 00 Investigation report to address the critical questions.
= Eficacia: defectar los - "
hechos relevantes o | vatdateameat |0 _ Set priority ]
High | Medium | Low
- POSITIVOS Incident Severity Matrix

N i ] e Am | compromised?
- TOdOS: minimizar fC”SOS What happened?

S
negOﬁVOS 1 .. ™ Whoddie o | Invesfigation Report
o ] e i

How do we know?

High

Attacker Intent

= Eficiencia: hacer el
mejor uso de los
recursos Standard Required Advanced Capabilities

Managed Defense

Adﬁ’.,?g;fd Proactive Rull Incident Remote Integrated Accessto
Detection Hunting Scoping Response f| Containment Bxperts

— Minimizar falsos positivos

= Capacidad de \

. . 7
ejecucion 1 |
Reactive Proactive
Malware focused Attack focused
Technology-Dependent Expert-Driven

Answers, Not Alerts



Ciberseguridad corporativa

= Alcance

— Corporacion /
Negocios

—IT/OT

— Interno / Proveedores

= Modelo:
Capacidades

— Propias
— Hibridas
— Externalizadas

Planning Your Security Programme Progression

REACTIVE

® Proactive threat
hunting

CAPABILITY

MATURITY

Appropriate Security: Aligning Security Investment to your Risk

High N
+ The primary objective of a
security program is to minimize
the investment needed to bring
Security Reduction in exposure achieved sk ex‘pglsull'e d?‘;‘m lan
$ Investment for same investment acceptablelleveionyoun

business.

* As the threat landscape changes,
exposure increases unless you
Compliance-driven Security continue to invest.

« Anintel-led security program
allows you to minimize the
investment needed to reduce
exposure and maintain this level.

Intel-Led Security

S
>

A tabl .
ianearen Cyber Risk High
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Enfoque de frabagjo

Combined Infelligence & Services Portfolio

Enhance Transform

Compromise assessment
Custom web monitoring services

Red team assessments

Red team for security operations
Penetration testing

Industrial control systems
healthcheck

Cyber threat diagnostic

Response readiness assessment
Security program assessment
Incident response retainer
Intelligence capabilities
assessment

Tabletop exercise

| AM BREACHED:

How do | improve my capabilities? How do | get there?
= Threatspace = Security fransformation
=  Product, intelligence & = Cyber defense center development

expertise fraining
= Deployment & integration

= Threat intelligence foundations How do | manage risk?
= Executive intelligence
How do | prioritize my response? * Intelligence capabilities uplift

= Threat intelligence subscriptions &
operationalization services

How do | extend my capabilities?

= Managed defense

= Intel enablement (analyst access)
= Forward deployed analyst

ncident Response Services
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Madurez

Risk Mitigation against Advanced Attacks

FireEye’s goal is to support you defend from the consequences of advanced cyber attacks by improving security maturity.

COMPLIANCE > DETECTION

RESPONSE > FORENSICS

HUNTING > INTELLIGENCE LED

NATION STATE

ATTACKS

CYBER
CRIME

MMODITY

co
THR:

RESILIENT
= DYNAMIC
g DEFENSE
- | —— | (N e, 4@ L
5 INTEGRATED T
= FRAMEWORK -
g
=
Z|| 2 E
i TOOLS-BASED /
CAPABILITY
o
9 Multi-vector Integrated endpoint Endpoint investigation
) Preventive Advanced validation, containment Network investigation
= Security Threat & triage Threat Analytics
i Detection Endpoint & Network
Forensic
L
0
@
g Operational Tactical Contextual Strategic
o
=
F4
11}
(2]
=
g Low Medium High Very High
X
w

EATS



Incident Response Retainer

IRR DESCRIPTION SLA

Tier1 Description No Cost - Best Effort SLA

- Basic terms and col s for incident r
+ Ac 24/7 hotlir mail f
.+ Ace o Mandiant ir ent response suppo

.
. Tier 2 Description Prepaid Hours with
reparar la respuesta sin la

+ Access to 24/7 hotline and email for incident response services request
- Incident Preparedness Service

tension de un incidente

Mandiant incident response suppart at a discounted rate
Additional support hours at a discounted rate

Tier 3 Description Prepaid Services
+ Basic terms and conditions for incident response servic Guaran SLA
* Access to 24/7 hotline and email for incident response
* Incident Preparednes ce
to Mandiant technalog
* Prepaid Mandiant consulting s

= Respaldo de una organizacion
con competencias contra las ST
amenazas reales

ipo de incidente m“ Presupesto

Cualificacion de Fireeye-Mandiant: no se actta y no se
consumen recursos

+ Acc

Incidente que se resuelve con

No hay incidente ) .
operacion de sistemas

18

" |inea de base de

capacidades independiente
del estado de madurez

Minimo

Grave en un pais (local, esfuerzo bajo)

Grave en 3 paises (multisede,
afectacion del negocio en el pais,
esfuerzo medio)

Muy grave en todos los paises
(muchas sedes, afectacion alta del
negocio, esfuerzo alto)

Incidente en una sede, que se
resuelve con dedicacién de 25
horas

Incidente en una sede grande con
esfuerzo bajo (5 semanas de 1
consultor)

Incidente detectado en 3 paises
con 6 sedes involucradas, y un
consultor dedicado dos meses

Incidente que afecta a todos los
paises, 25 sedes y dos consultores
dedicados 6 meses

No se requiere despliegue de tecnologia gracias a la
informacion disponible suficiente. Se factura el minimo
de 40 horas.

Se despliega tecnologia PX y HX para una sede, con viajes
y 200 horas de consultor

Se despliega tecnologia PX y HX en las sedes de los paises
involucrados, con un consultor y viajes

Se despliega equipamiento en todos los puestos de
trabajo y servidores, y en todas las redes. Dos
consultores trabajando 6 meses

A
AN
ye
o
£
=
(%]
o
o]
2
T
S
0
o
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Priorizar

= | perfil de la amenaza cambia

— Pasado reciente:

= Malware: nuevas capacidades
de deteccion

= Tréfico de red: opaco por €l
cifrado

— Actualidad

= Correo: alta capacidad de
conseguir resultados con esfuerzo
reducido

= Texto en vez de software: pasar
desapercibido

= Suplantacion de identidad

& Medidas higiénicas

» Concienciacion y educacion

» Entrenamiento en respuesta a
incidentes

» Proteccion del e-mail
» Segundo factor de autenticacion
» Capacidad en el endpoint
» Recursos especializados
— Propios

— Ajenos



Inteligencia y equipo

= $21-Nextel y la funcion de gestion de
la ciberseguridad

— Conocimiento de negocio y riesgos del
cliente

— Conocimiento de la amenaza
— Actitud

= Alerta

= Andlisis y planes de accion

= Procesos de toma de decisiones
— Ejecucion

= Conocimiento => consciencia de
situacion

= Tecnologia = herramientas

o -Fxgelencia
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GRACIAS



